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Abstract

This paper discusses processes, methodologies, and classes of tools necessary to minimize ASIC and FPGA design errors.  

INTRODUCTION

To understand the processes necessary to minimize errors it is important to understand the definition of an "error", and where errors can be introduced, along with the cost consequences of those errors.  The dictionary
 defines "error" as the following:  

1. An act, an assertion, or a belief that unintentionally deviates from what is correct, right, or true. 

2. The condition of having incorrect or false knowledge. 

3. The act or an instance of deviating from an accepted code of behavior. 

4. A mistake. 

5. Mathematics: The difference between a computed or measured value and a true or theoretically correct value.

Other definitions for errors include the improper design performance in terms of speed / area / power / electrical interfaces / radiation / fault recovery.  The dictionary further extends the concept of error conditions by providing two examples: 

1. Division By Zero: An error condition caused by an attempt to divide a number by zero, which is mathematically undefined, or by a number that is sufficiently near to zero that the result is too large to be expressed by the machine.  Computers do not allow division by zero, and software must provide some means of protecting the user from program failure on such attempts.

2. General Protection Fault (GPF): The error condition that occurs in an 80386 or higher processor running in protected mode (such as Windows 3.1) when an application attempts to access memory outside of its authorized memory space or an invalid instruction is issued.2
These definitions point to errors introduced during the various stages of the design process.  Those errors attributed to incorrect or false knowledge or to a belief that unintentionally deviates from what is correct, right, or true are generally initiated because of poorly documented requirements and a misunderstanding of what the design must accomplished, and with what performance.  Other errors attributed to deviation from an accepted code of behavior are generally introduced because of poor use of coding standards and style that makes code very difficult to communicate, read, and debug.  Simple Mistakes, such as syntax errors, are often introduced because of poor use of tools, such as editors or linting tools, which verify the sanity of the code. 

Other errors conditions can be introduced at runtime, such as divide by zero, general protection fault, or taking severe erroneous actions (e.g., blowout) of a mission critical subsystem.  The anticipation and handling of those runtime errors must be addressed early in the design process. 

DESIGN PROCESS AND ERROR CONSTRAINING

The typical front-end phases of a design include definition of requirements, architectural design, verification plan, behavioral and/or RTL design, synthesis, timing analysis, design applications, documentation and delivery, as highlighted in Figure 1.
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Figure 1.  Typical Design Processes 3

Requirement Specification

Poorly specified requirements will introduce expensive errors because the requirements drive the design.  Thus, if there were only one phase where the minimization of error emphasis should be emphasized, it is the definition of the requirement specification
.  An error in requirements will lead to a design that meets incorrect requirements, and thus is in error (i.e., Garbage In ( Garbage Out).  To correct the problem means either a complete or partial redesign, or a change in requirements to adapt around the error (i.e., change the error into a design feature, or make lemonade out of a lemon). 

Architectural Specification 

The implementation specification defines the architecture, intellectual properties (IPs), and design tools.  An improper architectural plan, use of IPs, and tools will lead to design errors because the design may not meet the goals, performance, or intended costs.  The architectural specification drives the hardware design cycle.  It is more economical to make changes at this level of the design process rather than later in the design cycle. 

Verification Plan

The verification plan is a specification for the verification effort.  It is used to define what is first-time success, how a design is verified, and which testbenches are written
.  The process of writing a verification plan causes the design and requirement team to get a deeper understanding of the performance and holes in the specifications.  Requirement issues often surface during the definition of the verification plan because it forces the revisit of the requirements and the challenges of verifying correctness of the design.  Poorly stated or ambiguous requirements become obvious in this exercise.

Design Implementation and Management 

This is where the "art" of circuit design, "reuse", knowledge of the "design language" (e.g., HDL) and level of applicability, agility in tool usage all come into play, along with an understanding of the requirements, and a vision of how lower level architectural implementations impact performance.  

Art is a non-tangible attribute.  Thus, to minimize design errors, it is important to have an experienced team, or at least a minimum number of experienced members, who can guide the design implementation.  These designers can direct critical design issues, such as clock handling, testability implementation, and efficient design techniques.  Experienced linguistic personnel can also ensure the proper application of the HDL, verification language, and tools including synthesis, timing analysis, and layout.

A design guideline document that is easy to read, but defines the design rules can be very beneficial.  This document addresses the coding standards, design styles, and synthesis design rules
.  An incorrect design approach, such as use of multiple gated clocks, may prove a correct simulated model, but incorrect silicon hardware.  Another timing example is the clock switching
 of asynchronous clocks. 

A good and consistent naming convention helps in the minimization of errors because the name provides information about the objects and about the handling and timing information implied by those objects.  Examples of information provided in the object naming include the class (e.g., constant, variable, signal, file, pointer), the polarity (e.g., active false) and the hardware significance (e.g., register or combinational).  

For synthesizable designs, exception handling of error conditions may be detected and managed by the hardware with the possible cooperation of software.  Exception handling conditions could represent conditions such as illegal operations (e.g., divide by zero, illegal instruction or command), or deadlock conditions (e.g., a longer than expected processing), or a subsystem hardware failure.

For testbench designs, exception handling of errors must be added in the code to address issues such as illegal access to files, errors in content of files, and errors in the emulation of environment surrounding the design under test. 

Reuse was greatly discussed in books, articles, and vendor's brochures on what is or can be available for reuse, and tools that support reuse and integration (manual and automatic) of reused designs.  Reuse is not limited to purchased components.  Packages or designs
, verified as operational, can be placed in reuse libraries for use in multiple projects. 

Tools support the design methodologies.  Tools help in the automation for the creation of designs, and in the detection of errors failing to meet design rules.  Classes of tools (considered MUST HAVE TOOLS) are listed in the following subsections.  GNU tools, available at minimal distribution or no cost, are mentioned by name. 

Language Sensitive Editors (LSEs) are must have tools because such editors understand the design language syntax, and can help in the mechanics (i.e., syntax) of the language.  In addition, many LSEs provide automation in the fill-in of parameters (e.g., registers, sensitivity list), or the creation of templates for the definition of hierarchy and testbenches.  EMACS is a GNU editor that operates on many platforms (PC Windows
, SUN OS, Linux, HP workstation, etc).  It provides excellent features for many languages, including VHDL and Verilog.  When EMACS is accompanied with TSHELL (tcsh), it enables the user to operate in a Unix-like environment on any platform, thus maintaining compatibility and unification in the methods for compiling, searching, firing the simulators, and revision control (e.g., RCS).   

For design management, version control software (such as GNU Revision Control System (RCS)) helps reduce errors because it automates the storing, retrieval, logging, identification, and merging of revisions.  Having a log of what, when and why changes were made is very helpful in keeping track of changes, and for finding the "that used to work" errors.  A configuration management system is necessary to maintain different versions of the "Intellectual Property" (IP) data
 (see reference for a discussion on that issue).   

Linting is the process of identifying errors in coding rules, style, and design warnings.  Several commercial linting tools are available.  In addition, good synthesizer tools provide linting information, including synthesis-coding violations.  The synthesizer provides information about the design including:

1. Identification of the registers

2. Unused inputs and outputs

3. Write-only hardware that gets optimized out

4. Graphical views of the design and interconnects for use as a sanity check of the hardware inferred by the HDL

Another class of tools that is very useful (when it is well implemented) is the automatic generation of the design schematics from the HDL
 (RTL, behavioral, and testbench).  The tool maintains the design hierarchy, and can generate selective schematics about the design.  These schematics with selective flattening of the hierarchy, include the drive of selected signals up to their targets, and the tracing back (or sourcing) of information that drive a selected signal, or a section of design. 

FSMs can be quite complex.  There are commercial tools that can extract the FSMs from HDL code (at the RTL and behavioral levels), and represent these FSMs graphically.  Some tools even go beyond that stage and identify errors in the FSMs, such as unreachable states, or trap states that cannot be exited without a hard reset. 

Vendors are beginning to support higher-level synthesis with behavioral modeling and automatic IP selection and insertion.
  This technology enables a user to more quickly build and explore designs.  

Design Verification

A transaction
 is a specific sequence of states that an FSM traverses.  Examples of transactions include READ operations, WRITE operations, and packet transmissions.  A transaction has duration.  In transaction based stimulus generation there is a modeling separation between the transactor (also called client7) that defines the sequence of transactions, and the server (known as Transaction Verification Model (TVM) in Testbuilder).  With this capability, it is possible to construct large-scale tests that exercise TVMs or servers rather than supply all of the protocol details in a vector set.  The advantages of this approach are:

· Separation between the tasking of jobs (e.g., WRITE) by the client, and the execution of the transactions (i.e., protocol, or twiddling of the many interface signals by server).  XE "Client/Server"

 XE "Client"

 XE "Server"
· Reuse of client when interface changes because of changes or testing of subblocks.  The client is unchanged when the protocol changes. 

· Reuse of server when different transactions or tasks are needed.  The server is unchanged when the sequence of tasks (in client) is changed. 

The application of automatic verifier models that verify compliance to requirements, and the reporting of design errors are absolute MUST HAVE in any design.  Coverage tools provide an assessment of how well the design is exercised and help measure the progress and completeness of the verification effort.  Coverage metrics include functional, branch, condition and expression, path, toggle, triggering, and signal-tracing coverages
.  Many verification languages incorporate coverage to help measure the progress and completeness of the verification effort9.

Reviews

All stages of the design process require thorough reviews by the design and application community to ensure design accuracy.  These stages include the requirement specification, implementation plan, verification plan, detailed design (behavioral or RTL), synthesis, testbench, verification results, layout and timing, and documentation. 

CONCLUSIONS AND RECOMMENDATIONS

Design errors can be contained with proper application of a process that puts heavy emphasis on the design planning and verification phases, and emphasizes strict design rules and review cycles.  Use of proper tools is also essential to help in the design and verification automation.  Support of experts in their respective fields (e.g., language, design, synthesis) short circuit errors early in the design phases. 







REFERENCES





�	Excerpted from The American Heritage Dictionary of the English Language, Third Edition Copyright © 1992 by Houghton Mifflin Company.  Electronic version licensed from Lernout & Hauspie Speech Products N.V., further reproduction and distribution restricted in accordance with the Copyright Law of the United States. All rights reserved.





�	Microsoft Press® Computer and Internet Dictionary © & ℗ 1997, 1998 Microsoft Corporation.  All rights reserved.  Portions, The Microsoft Press® Computer Dictionary, 3rd Edition, Copyright © 1997 by Microsoft Press. All rights reserved.





�	For an example of the implementation of all the front-end design processes, see Component Design by Example ... a Step-by-Step Process Using  VHDL with UART as Vehicle, � Ben Cohen, 2001, ISBN  0-9705394-0-1.





�	Writing testbenches, Functional verification of HDL models, Janick Bergeron, Kluwer Academic Publishers 2000.





�	IEEE P1076.6 Standard For VHDL Register Transfer Level Synthesis describes a standard syntax and semantics for VHDL RTL synthesis.





�	� HYPERLINK "http://www.chip-guru.com/" ��http://www.chip-guru.com/�, article Switching Asynchronous Clocks, Vijay Nebhrajani.





�	The book Component Design by Example,  Ben Cohen 2001, ISBN  0-9705394-0-1, provides a reusable VHDL TextIO command parsing package.  The book VHDL Coding Styles and Methodologies, 2nd Edition, 1999 ISBN 0-7923-8474-1, provides reusable packages including a Linear Feedback Shift Register (LFSR) and a Conversion from various types to strings (Image).  





�	EMACS with T-shell for PC is available on CD from � HYPERLINK "http://www.opencores.org/OIPC/projects/OpenTech" ��http://www.opencores.org/OIPC/projects/OpenTech� and in the book Component Design by Example,  Ben Cohen 2001, ISBN  0-9705394-0-1.





�	See � HYPERLINK "http://janick.bergeron.com/guild/1-01.html" ��http://janick.bergeron.com/guild/1-01.html�  item 5 for suggestions for implementing IP repository.





�	See Debussy tool at � HYPERLINK "http://www.novas.com/" ��http://www.novas.com/� for an example of such a tool.





�	Also, see Y Explorations, Inc. web site � HYPERLINK "http://www.yxi.com" ��http://www.yxi.com� for more information on IP inference, insertion, and use HDL at higher level of abstractions. 





�	� HYPERLINK "http://www.testbuilder.net/" ��http://www.testbuilder.net/�





�	Verification Methodology Manual for Code Coverage in HDL Designs, Michael Stuart & David Dempster, ISBN 0-9538-4820-5, Teamwork International 2000.





