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Abstract

This paperdescribesan FPGA-basedsystentor IPsec
securityof high-speedlataacrosscommoditylP networks.
To demonstate the systemwe havetransmitted390 Mbps
raw HDTV videoacrossa commoditynetwork,secued on
the y with the IPsecprotocol and AESencryption. Sud
performancds impossiblewith softwae-onlyimplementa-
tions, for full line-ratedataoverwhelmaypical CPUs.This
is particularly true whencryptagraphic transformsare re-
quired, suct as thoserequired by the IP Security (IPsec)
protocol. This protocol processingoverheadcompetesli-
rectlyfor CPU cyclesagainsttheapplicationstrying to pro-
cesghehigh-speediata. We havedevelopedan“intellig ent
networkinterface” card basedon Xilinx Virtex FPGAsfor
thepurposeof of oading arbitrary protocolprocessingot-
tlenedks from the networkstadk. The networkacceleator,
named'GRIP” (Gigabit-RatePsec),integratesseamlessly
into a standad Linux networkstad to provide gigabit-rate
acceleation of networkprocessingromanyof thelayersin
thestak.

1. Intr oduction

Bandwidth-intensie applicationscompetedirectly with
the operatingsystems network stackfor CPU cycles. One
suchapplicationthatwe have studiedn previousresearclis
thedistributedprocessingf uncompressedhigh-resolution
videoconten{HDTV) overcommoditylP networks[]. In-
creasinghe bandwidthavailablein the network infrastruc-
ture theoreticallypermitsthe applicationto procesgicher,
higherresolutioncontent. However in reality, the appli-
cation receves diminishing mamginal returnsfrom the in-
creasedbandwidth,becausehe overheadof network pro-
tocol processingncreasegproportionally This meansthat
fewer CPU cyclesareavailableto processven moredata.
Overall end-to-engerformancelepend®n carefulbalanc-
ing of thethroughputapacityfor theapplication operating
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systemandnetwork hardware.

This paperdescribesur efforts to add securityfeatures
to the HDTV application,usingthe high-gradeencryption
of the IP securitystandard(IPsec)[2]. IPsecaddssignif-
icant additional overheadto the protocol processingbe-
causeof the complexity of the cryptographidransformge-
quired. ThesetransformsoverwhelmmodernCPUsat high
line rates;IPsecbenchmark®n currentCPUsshav maxi-
mumthroughputof 40-90Mbps, dependingon the encryp-
tion algorithmused[3]. With 1 Gbpsnetworks now stan-
dardand 10 Gbpsnetworks well on their way, the sequen-
tial CPU clearly cannotkeepup with the load of protocol
and securityprocessing.By constrastapplication-speci ¢
parallelcomputerssuchas eld-programmablegatearrays
(FPGAs)are muchbettersuitedto cryptographyandother
streamingoperations. This naturally leadsus to consider
usingdedicatedhardwareto of oad network processinges-
pecially cryptography)to balancethe throughputcapacity
of the systemsothatmore CPU cyclescanbe dedicatedo
theapplicationsvhich usethe data.

We have createda prototypeof sucha hardware-ofoad
systemknown as “GRIP” (Gigabit-RatelPsec). The sys-
temis a network-processingcceleratocardbasedon Xil-
inx Virtex FPGAs. GRIP integratesseamlesslynto a stan-
dardLinux implementatiorof the TCP/IP/IPse@rotocols.
It provides full-duplex gigabit-rateacceleratiorof a vari-
ety of operationssuchas AES, 3DES, SHA-1, SHA-512,
and application-speci ckernels. To the applicationdevel-
oper, all acceleratioris completelytransparentand GRIP
appearsasjust anothemetwork interface. The hardwareis
very openand programmableand can of oad processing
from variouslevels of the network stack,while still requir
ing only asingletransferacrosghe PCl bus.

The GRIP hardware was usedto acceleratethe IPsec
securityfor the HDTV application. Video is capturedin
anHDTV frame-grabbeat 890 Mbps, pacletizedandsent
AES-encryptedcrosghenetwork viaaGRIPcard.A GRIP
cardon areceving machinedecryptstheincomingstream,
andthe video framesare displayedon an HDTV monitor.
All videoprocessings doneonthe GRIP-enablednachines.



In otherwords, the of oading of the cryptographictrans-
formsfreesenoughCPUtime for substantialideoprocess-
ing with nopacletlossonordinaryCPUs(1.3GHz Pentium
[11).

Thisrestof this paperdescribeshe how thecomponents
of thesystem application,operatingsystemandhardware
- werecombinedandtunedto provide the high bandwidth.
We analyzethe processingbottlenecksin the accelerated
system,and proposeenhancementto both the hardware
andprotocollayersto take the systemto the next levels of
performancg10 Gbpsandbeyond).

2. HDTV Transport on Commodity Networks

Oneexampleof bandwidth-limitedorocessings distributed
processin@f high-resolutiorvideodatasuchasHDTV. We
studiedhow this applicationcould be performedon com-
modity networks,usinghardwareof oad techniqueso main-
tain a high-level of applicationthroughput.

2.1. Background

High De nition Television (HDTV) is the next genera-
tion digital TV standard. It providesseveral high resolu-
tion formatswith greatercolour depththan standardtele-
vision signals,using a widescreenl6:9 aspectratio. The
SMPTE-292Mstandardde nes a format for universalex-
changeof uncompressediDTV betweenvarioustypesof
HDTV equipment(e.g. camerasgncodersVTRs, editing
systemsetc.) [4]. It is a 1.485Gbpsdigital serialconnec-
tion. It is widely usedin studiosandproductionhousesal-
lowing HDTV contento bedelivereduncompressetthrough
variouscyclesof production,avoiding the artifactsthatare
an inevitable resultof multiple compressiorcycles. Once
productionhasbeencompleted,the signalis compressed
with MPEG-2[5, 6] andbroadcastatarateof 19.2Mbps.

This processs effective if productiontakesplacewithin
a singlefacility. Often, however, productionfacilities are
distributed, and hencethereis a needto transportuncom-
presseatontentbetweersites. Thisis typically achievedby
runningthe SMPTE-292Mbit-streamoveradedicatedbre
connectionput a moreeconomicakblternatie is desirable.
We considerthe useof IP networksfor this purpose.

Standarddor real-timetransportof video over IP net-
works have reachedrelatve maturity, with the dominant
protocolbeingtheReal-timeTransporProtocol RTP[[4,8].
RTP providesmediaframing, timing recovery andlossde-
tection. It typically runs on UDP/IP networks, inheriting
theirlimitations: unreliable besteffort delivery. RTP appli-
cationshave developedsophisticatedstrategyiesfor dealing
with timing jitter andpaclet loss[9]. It is expectedthata
systemfor delivery of HDTV over IP will usetheseto pro-
vide arobustservice.Receversuseinformationin the RTP

headergo correctfor pacletloss,andto reconstructmedia
timing.

2.2. Designand Implementation

Thetransmittelandreceverarededicatedell PoverEdge
2500 senerswith dual 1.2GHz Pentiumlll Xeon proces-
sors,runningLinux 2.4.18.They werechoserbecausehey
have dual PCl businterfaces:oneusedfor videocaptureor
display andonefor network transmissionPerformancen
systemawith asinglePClbusis poor, dueto buscontention
andbandwidthlimitations. HDTV captureandplayoutwas
via DVS HDstationcards[[1(]. ThesecardscaptureHDTV
into mainmemoryfrom a SMPTE-292MIlink, andregener
atethe SMPTE-292Moutputattherecever.

The transmittercaptureghe video data,fragmentsit to
matchthe network MTU, andaddsRTP protocolheaders.
Video captureand paclet assemblyare performedin sepa-
ratethreadgdueto the blockingnatureof the captureAPI).
The native datarate of the capturedvideo signalis slightly
above that of gigabit Ethernet,so the video capturehard-
wareis programmedo perform color sub-samplingrom
10 to 8 bits per componentfor a video rate of 890 Mbps.
Therecevercodetakespacletsfrom thenetwork, reassem-
blesvideoframes correctsor the effectsof network timing
jitter, concealdost paclets,andrenderghevideo. Both the
senderandrecever implementthe completeRTP protocol
stack.

2.3. Performance Requirements

As notedpreviously, thevideodatarate(aftercoloursub-
sampling)is 890 Mbps. Eachvideo frameis 1.8 million
octetsin size. To t within the 90000ctetgigabit Ethernet
MTU, framesarefragmentednto approximately200 RTP
pacletsfor transmissionThehigh dataandpacletratesare
suchthat a naive implementatiorcan saturatehe memory
bandwidth.Accordingly, a key designgoalis to avoid data
copies sothatthesystemcansupportherequireddatarate.
We implementscattersendandreceve (implementedising
therecvfrom()systencall with MSGPEEKto readthe RTP
headerfollowedby a secondcall to recvfrom()to readthe
data)to eliminatedatamarshallingoverheadsWe also of-

oad colour corversionto the display hardware, to avoid
extraprocessing.

Throughpubf thesystenis limited by theinterruptpro-
cessinggndDMA overheadsWe obsere a linearincrease
in throughputasthe MTU is increasedandrequirelarger
thannormalMTU to successfullysupportthe full datarate.
Thisis shavn in gure [l Otherapplicationoptimizations
were alsorequiredto meetthe performanceequirements,
includingtuning of the RTP library. It is clearthatthe sys-



750 - : . . - . :
. Bujps —

700 |- /’

@
2
=

T

"~

Throughput (Mbps)
o
&
z
P
x

S

500 L L ) L ! . L
1000 2000 3000 4000 5000 6000 7000 8000 9000
MTU (octets)

Figure 1. HDTV application throughput for vari-
ous MTU sizes

temis operatingcloseto thelimit, andthatusingIPsecen-
cryptionwill notbefeasiblewithout hardwareof oad.

3. GRIP SystemAr chitecture

In orderto addresghe protocol processingoottleneck,
andto make it possibleto addIPsecsecurityto the HDTV
transportapplication,we developedthe extensiblenetwork
processinglatformknown as“GRIP” (Gigabit-RatdPsec).
FPGAswere chosenas the core computationalresource,
becausehey are particularlywell-suitedto highly parallel
formsof computationsuchasthoseemployedin mostcryp-
tographictransforms.This sectiongivesanoverview of the
GRIPplatform,followedby detailsonthehardwaredesign,

rmw are modules,and the integration with the operating
system.

3.1. GRIP SystemOverview

The overall GRIP systemis diagrammedn gure 2 It
is a combinationof an acceleratechetwork interfacecard,
a high-performancelevice driver, and specialinteractions
with theoperatingsystem Theinterfacecardis theSLAAC-
1V FPGA coprocessoboard[11] combinedwith a custom
Gigabit Ethernetmezzaninecard. The card hasa total of
four FPGAswhich areprogrammedvith network process-
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Figure 2. GRIP system architecture

ing functionsasfollows. Onedevice (X0) actsasa dedi-
catedpaclet mover/ PCl interface,while another(GRIP)
providesthe interfaceto the Gigabit Ethernetchipsetand
commonof oad functionssuchasIP checksumming.The
remainingwo devices(X1 andX2) actasindependertrans-

mit andreceve processin@ipelines andarefully programmable

with arny acceleratiorfunction. For the HDTV demonstra-
tion, X1 andX2 areprogrammeadvith AES-128encryption
cores. Becauseof the programmablenatureof the GRIP

card,thehhardwareof oad systemis very openandextensi-

ble, suchthat variousotherof oad functionscanbe easily
substitutecbr combined.

The GRIP cardinterfaceswith a normalnetwork stack.
The device driver indicatesits of oad capabilitiesto the
stack, basedon the modulesthat are loadedinto X1 and
X2. For examplein the HDTV application,the driver tells
thelPsedayerthatacceleratedES encryptionis available.
This causedPsecto deferthecomplex cryptographidrans-
formsto the hardware, passingraw IP/IPsecpacletsdown
to the driver with all the appropriateheaderinformation
but no encryption. The GRIP driver pre x eseachpaclet
with a specialcommandheaderthat indicateswhich of-

oad functionsshouldbeperformed.The X0 devicefetches
the paclet acrossthe PClI bus and passest to the transmit
pipeline (X1). X1 analyzesthe paclet headersand secu-



rity pre x, encryptingor providing othersecurityservices
asspeci ed by the driver. The paclet, now completed,is

sentto the Ethernetinterfaceon the daughtercard. There-

ceive pipelineis just the inverse,passingthroughthe X2

FPGA for decryption. Bottlenecksin other layersof the

stackcanalsobe of oaded with this “deferredprocessing”
approach.

3.2. Basicplatform

The GRIP hardware platform provides an open, exten-
sible developmenternvironmentfor experimentingwith 1
Gbpshardwareof oad functions.It is basedntheSLAAC-
1V FPGA board, which was designedfor usein a vari-
ety of military signalprocessingpplications.SLAAC-1V
has three userprogrammableXilinx Virtex 1000 FPGAs
(namedX0, X1 andX2) connectedy separat&’2-bit sys-
tolic and sharedbusses. Each FPGA hasan estimatedl
million equivalentprogrammablaateswith 32 embedded
SRAM banks,andis capableof clock speedof up to 150
MHz. The FPGAsareconnectedo 10 independenbanks
of 1 MB ZBT SRAM, which areindependenthaccessible
by the hostthroughpassve bus switches.SLAAC-1V also
hasan on-board ash/SRAM cachefor storing FPGA bit-
streamsallowing for rapid run-timerecon gurationof the
devices. For the GRIP project, we have addeda custom
1 Gigabit Ethernetmezzaninecardto SLAAC-1V. It hasa
VitesseB840MediaAccesController(MAC), anda Xilinx
Virtex 300 FPGA which interfacesto the X0 chip through
a 72-bit connector The Virtex 300 usesl MB of external
ZBT-SRAM for pacletbuffering,andperformscommonof-
oad functionssuchas ltering andchecksumming.

The GRIP platform de nes a standardpartitioning for
paclket processingasdescribedn sectiorfd As described,
the X0 and GRIP FPGAsprovide a static frameawvork that
managedasicpaclket movement,including the MAC and
PClinterfacesasshovnin gure @ TheX0 FPGAcontains
apacletswitchfor shuttlingpacletsbackandforth between
the otherFPGAson the card,andusesa 2-bit framing pro-
tocol (“start-of-frame”/ “end-of-frame”) to ensurerobust
synchronizatiorof the datastreams.By default, SLAAC-
1V hasa high-performanc®MA enginefor masteringhe
PCI bus. However, PCI transfersfor a network interface
aresmallcomparedo thoserequiredfor thesignalprocess-
ing applicationstargetedby SLAAC-1V. Thereforefor the
GRIPsystemthe DMA enginewastunedwith key features
neededfor high-ratenetwork-orientedtrafc, suchasdy-
namicload balancing,255-deepscattergathertables,pro-
grammablénterruptmitigation,andsupportfor misaligned
transfers.

With this staticframework in place,the X1 and X2 FP-
GAs arefreeto beprogrammeadvith any packet-processing
functiondesired.To interoperatavith the staticframework,
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Figure 3. Diagram of GRIP system partitioning.

a paclet-processindunction simply needgto incorporatea
commonl/O moduleand adhereto the 2-bit framing pro-
tocol. SLAAC-1V's ZBT SRAMs are not requiredby the
GRIPinfrastructureleaving themfreeto beusedby paclet-
processingmnodules. Note that this partitioning schemes
not ideal in termsof conservingresources lessthan half
of the circuit resource$n X0 andGRIP arecurrentlyused.
Thisschemeavaschoserbecausé providesacleanandeas-
ily programmabl@latformfor network researchThebasic
GRIP hardwareplatformis furtherdocumentedn [[12].

3.3. X1/X2 IPsecAccelerator Cores

A numberof paclet-processingoreshave beendevel-
opedon the SLAAC-1V / GRIP platform, including AES
(Rijndael),3DES,SHA-1, SHA-512, SNORI-basedraf c
analysis,rules-basegaclet Itering (rewall), andintru-
siondetection[13 14, [15]. For the secureHDTV applica-
tion, X1 and X2 wereloadedwith 1 Gb/sAES encryption
cores.We chosea space-etient AES designwhichusesa
single-stageterative datapathwith innerroundpipelining.
Theblockdiagramsf our AES encryption/decryptionnits
operatingn CBC andcountermodeareshavnin gure @a)
andb) respectiely. The coressupportall de ned key sizes
(128,192and256-bit)andoperatdn eitherCBC or counter
mode. Both units consistof only two pipeline stagesmin-
imizing the utilization of FPGAresourcesBecausef the
non-g/clic natureof countermode, the countermodecir-
cuit canmaintainmaximumthroughputfor a singlestream



Figure 4. AES encryptor / decryptor in (a) CBC-
mode (b) counter-mode.

of data,whereaghe CBC-modecircuit requirestwo inter-
leaved streamdor full throughput.For this reasoncounter
modewasusedin the demonstratiorsystem.

The AES coresare encapsulatetly statemachineghat
readeachpaclet headerand ary tagspre xed by the de-
vice driver, andseparatéhe headergrom the payloadto be
encrypted decrypted.The detailsof our AES designsare
givenin [13]. We presenFPGAimplementatiorresultsfor
the GRIP systemin sectiorid

3.4. Integrating GRIP with the Operating System

The integrationof the hardwarepresentedn the section
B2 is a fairly complex task becauseunlike ordinary net-
work cardsor crypto-accelerator$GRIP offers servicesto
threelayersof the OSl architecture:the physical,link and
network layers.To make acomplex matterworse thelPsec
stack- themainfocusof currentGRIPresearch is located
in neitherthe network nor link layers. Rather it could be
describedas a link-layer component’'wrapped” in the IP
stack( gure ). Thuscaremustbetakento provide a con-
tinuationof servicesventhoughpartsof higherlayershave
beenof oaded.

Forthisstudywe usedFreeSVAN, astandardmplemen-
tation of IPsecfor Linux [1€]. FreeSVWAN consistsof two
mainparts:KLIPS andPluto. KLIPS (KerneLIP Security)
containsthe Linux kernelpatcheghatimplementthe IPsec
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Figure 5. The IPsec (FreeSWAN) stack in the
kernel achitecture.

protocolsfor encryptionand authentication.Pluto negoti-
atesthe Security Association(SA) parameterdor IPsec-
protectedsoclets. Figure[ illustratesthe integration of
FreeSWAN into the systemarchitecture. Pluto negotiates
new security association{SA's) using the ISAKMP pro-
tocol. Whena new SA is negotiated,it is sentto the IPsec
stackvia thepf_key soclet, whereit is storedin the Security
AssociatiorDatabas¢SAD). At this point,thesecurechan-
nelis openandreadyto go. At this point,thesecurechannel
is openandreadyto transmitdata. TheIPsecstackregisters
itself not only asa network protocol (protocolnumber50,
[L4]) but alsoasa network device with all its hooksattached
to the actual(in our case GRIP)driver. Thanksto this vir-
tualdevice, IPsecpresentdtself asaroutableinterface.Any
time a pacletis sentto anIPsec-protectedoclet, thelPsec
transmitfunction nds the appropriateSA in the database
and performsthe requiredcryptographictransforms. Af-
ter this processingthe paclet is handedbackto IP which
passest to the physicalinterface. The receve modeis es-
sentially identical but somevhat lesscomplex. That said,
we have to point out that this scenarioappliesonly to the
mostcommoncasesvherea destinationaddresss associ-
atedwith oneSA entry In morecomplex casessuchasre-
cursive IPsectunnelsor multiple IPsecnterfacestheabove
procesganrepeatmary times.

In orderto accommodaté&sRIP accelerationve made
threemodi cations. First, we modi ed Pluto sothat AES
Countermodeis the preferredencryptionalgorithmfor ne-
giotiating new SA's. Second,we alteredthe actual IPsec
stacksothat new SA's arecommunicatedo the GRIP de-
vice driver usingthedriver's privatespace.Thedriver then
cacheshe security parametergencryptionkeys, etc.) on



the GRIP cardfor useby the acceleratocircuits. Finally,

thelPsedransmitandreceve functionswereslightly modi-
ed to produceproperinitialization vectorsfor AES counter
mode. Any paclet associatedvith an AES SA getspro-
cessedsusual- IPsecheadersnserted,initialization vec-
tors generatedetc. The only differenceis that the paclet
is passedackto the stackwithout encryption. The GRIP
driverrecognizeshesepartially-processegacletsandtags
themwith a specialpre x thatinstructsthe cardto perform
theencryptionthenqueueghepacletsfor DMA transfer

4. Results
4.1. SystemPerformance

In orderto characterizéhe systenperformanceve have
setup both symmetricmultiprocesso(SMP) and unipro-
cesso(UP) systemsandmeasuredheir performanceavhile
runningeitherthe iperf application[[1g] or the HDTV pro-
cessdescribedn sectiond Eachcombinationwasrun for
120secondsandboththereceiverandtransmittewerepro-

led. Transmitterand recever pro ling resultsare com-
parable thereforeonly the transmitterresultsarepresented
for brevity. In both casesthe hardware wasidentical - a
Dell PoverEdge2500sener (2x1.3GHz)with SMPandUP
Linux kernels. The pro ler usedin our experimentswas
opro le [1). Opro le leverageghe hardwareperformance
countersof modernCPUs. Eachtime the selectedcounter
reachesa presetvalue, a non-maskablénterruptis issued
andasampletaken. The sampleindicateswvhichinstruction
wasbeingexecutedatthetime of theinterrupt. Thepro ler
mapsthesesamplesot the symboltable, and constructsa
plot of the CPUtime spentexecutingin particularlibraries
or functions.

The HDTV applicationachieved full-rate transmission
with no pacletsdropped Eventhoughthe CPUwasclearly
notoverloadedidle time > 60%!), stresgestssuchasrun-
ning otherapplicationsshaved that the systemwas at the
limits of its capabilities.Comparingthe SMPandUP cases
underiperf, we canseethat the only change(after taking
into accountthe 2X factor of available CPU time under
SMP) is the amountof idle time. Yetin essencethe per
formanceof the systemwasunchanged.

To explaintheseobsenations we considersystemmem-
ory bandwidth.We measuredhe peakmainmemoryband-
width of thetestsystemto be 8 Gbpswith standardench-
marking tools. This meansthatin orderto sustaingiga-
bit network trafc, eachpaclet canbe transferedat most
8 timesto/from main memory We estimatethat standard

paclet-processingiill requirethreememorycopiesperpacket:

from thevideodriver's buffer to the hdtv applicationbuffer,
from the applicationbuffer to the network stack,anda copy
within the stackto allow IPsecheadergo beinserted.The
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large size of the video buffer inhibits effective cachingof
the rst copy andtheread-accessf the secondcopy; this
meanghesecopiesconsume3 Gbpsof mainmemoryband-
width for 1 Gbpsnetwork streamsThreemoremainmem-
ory transfersoccurin writing thevideoframefrom the cap-
ture card to the systembuffer, ushing ready-to-transmit
pacletsfrom the cache,andreadingpacketsfrom memory
to the GRIP card. In all, we estimatethata 1 Gbpsnet-
work streamconsume$ Gbpsof main memorybandwidth
onthis system.Consideringhatothersystemprocesseare
alsoexecutingandconsumingbandwidth,andthattheran-
domnatureof network streamdik ely reducesnemoryef -
cieng from the ideal peakperformancewe concludethat
main memoryis indeedthe systembottleneck. Also note
thatmemoryallocationsaretwo ordersof magnitudemore
expensve in SMP kernelsthanin UP kernels. All of this
explainswhy the UP systemseesonly aninsigni cant de-
creasan performancevenwhile saturatinghe CPU.

In summary theseresultssuggestthat while the CPU
and systembus resourcef currentmiddle and high-end
systemsare more than sufcient, it is the memoryband-
width which will createa critical bottleneckas demand-
ing applicationstry to scaleto higher network rates. In
mary of thesecases CPU-level cachesareirrelevant, be-
causeof the large andrandomnatureof the datastreams.
While chipsettechnologyimprovementselpby increasing
availablebandwidth performanceanalsogreatlyimprove
by reducingthe numberof memorycopiesin the network
stack.For asystensuchasGRIP, threesigni cantimprove-
mentsarereadily available. The rst andmostbene cial is
adirectDMA transfebetweerthegrabber/displagardand
the GRIP board. The seconds the eliminationof the extra
copy inducedby IPsec,by modifying the kernel's network
buffer allocationfunction sothatthe IPsecheadersareac-
comodated.The third approachs to implementthe zero-
copy soclet interface. While this is a very ef cient modi-
cation, it would requiresigni cant changesn the kernel
codeandarchitecture.Clearly all theseimprovementsare
not cumulative - i.e. onecannotreducethe numberof re-
guiredmemorycopiesby three. However any combination
of suchwould reduceit by two andsigni cantly improve
the systems performance.

4.2. Evaluating hardwareimplementations

Resultsfrom FPGA circuit implementationsre shavn

in gure 8. Asshowvnin the gure, thestaticpaclet-processing

infrastructureeasilymeetshe 1 Gbpssystenmbandwidthre-
guirement.Thesedesignsshouldscalewith relative easeo
multi-gigabitratesby doublingthe datapatho 64-bit (cur-
rently 32) andcircuit optimization.Also notethatthe Virtex
FPGAfamily is currently veyearsold, sofurtherspeedup
could easilybe achieved simply by usingnewer hardware.

The mosttightly-constrainectircuits on the GRIP cardare
thecryptographiacceleratorsasshavn. The AES counter
modecircuit couldeasilyscalein frequeng by partially un-
rolling the processindoop. Cyclic operationsuchasAES
in CBC modeor SHA would requiremoreaggressie tech-
niguessuchas more innerround pipelining and interlear-

ing of datastreams.Note thatthereare morethanenough
resource®n the currentsystemto combineboth AES en-
cryptionanda securehashfunctionat gigabitspeeds.

5. RelatedWork

Since IPsecsoftware implementationgposea substan-
tial burdenon systenresourceshardwareacceleratorbave
beenin developmentsincethe davn of the IPsecstandard.
Mostapproachesouldbedividedinto two cateyories:stand-
alone dedicatedhardware platforms (VPN gatevays)and
crypto-acceleators. Theformerapproachs limited in that
it only providessecuritybetween. ANs with matchinghard-
ware(datalinklayersecurity) hotend-to-endnetwork layer)
security Thehost-basedrypto-acceleratmeduceshe CPU
overheadby of oading cryptography but overwhelmsthe
PClbusathighdatarates.A few commerciabroductsexist
with integratedcryptographyon a network interface,such
asproductsfrom Hifn [20] andCorrent[i21]. GRIP differs
from theseapproache thatit is a reprogrammablefull
systemsolution, integrating acceleratothardware into the
coreoperationof the standardr CP/IPnetwork stack.

A numberof otherefforts have demonstratethe useful-
nessof dedicatednetwork processing. Theseefforts have
shavn thatanembeddegrocessopnthenetwork interface
canenhancgarallelcomputingby improving bandwidthor
lateng or by addingspecialfeatures Examplesof theseef-
fortsincludeHARP[2Z], Typhoon2d], RWCP's GigaEPM
project24], andthe Universityof British Columbias GMS-
NP project25]. Eachof theseefforts relieson embedded
processor(sand only attemptsto achieve peakdatarates
with unencryptediatain a singledirectionon the network.
The goal of GRIP, by contrast,is to achiese simultaneous
bi-directional gigabit throughputwith encryptionor other
comple inline processing.For this, additionalprocessing
power is neededn the network interface.

We areawareof two othersystemsgor transporpf (mostly)
uncompressedDTV overIP. In conjunctionwith Tektronix,
Inc., we have designedan RTP payloadformatthat allows
a SMPTE-292Mcircuit to be emulatedover an IP network
[2€], usingFPGA-basedC48network hardware. A sim-
ilar system usingcustomnetwork interfaces hasbeenim-
plementedy NTT labs[Z7]. NeithersystenmsupportdPsec.



Design CLBUtil. | BRAMULil Pred. Perf. | Measued Perf.

(MHz/ Gbps)| (MHz/ Gbps)
X0 47% 30% PCl:35/2.24 33/2.11

I/0:54/1.73 33/1.06
X1/ X2 (AES) 17% 65% | CORE:90/1.06 90/1.06

I/0: 47/ 1.50 33/1.06
GRIP 35% 43% 41/1.33 33/1.06

| Othermodules:]|

3DES 31% 0% 7711.57 83/1.69
SHA-1 16% 0% 64/1.00 75/1.14
SHA-512 23% 6% 70/0.93 81/1.04

Figure 8. Summary of FPGA performance and utilization on Virtex 1000 FPGAs

6. Conclusionsand futur e work

This HDTV broadcastpplicationis representatie of a
classof bandwidth-limiteddistributedprocessingproblems,
whichcouldtheoreticallybene t from greateavailableband-
width but are hamperedy the operatingsystemoverhead
of marshallingall the data. Network performances cur-
rently doublingevery eightmonthg2g]. ModernCPUs,ad-
vancingattherelatively sluggishpaceof Moore's Law, are
falling further andfurther behindin their ability to supply
full line-ratedatato suchapplicationsmostnotablywhen
cryptographicecurityprotocolsareused.Thisdisparitybe-
tweennetwork bandwidthandCPU powerwill only worsen
asthesetrendscontinue.In this papemwe have proposecdan
acceleratoarchitecturgéhatattemptgo resohethesebottle-
necksnow andcanscaleto higherperformanceén thefuture.
Theuniquecontritutionsof this work arenot theindividual
processingnodulesthemseles;for example,1 GbpsAES
encryptionhasbeendemonstratetby mary others.Rather
we believe the key resultis the full systemapproacho in-
tegratingacceleratohardwaredirectly to the network stack
itself. The GRIP cardis capableof completingpaclet pro-
cessingor multiple layersof the stack. This givesa highly
efcient couplingto the operatingsystem,with only one
passacrossthe systembus per packet. We have demon-
stratedthis systemrunningat full 1 Gbpsline speedwith
end-to-endencryptionon commodity PCs. This provides
signi cant performancemprovementover existing imple-
mentation®f end-to-endPsecsecurity

We would like to investigateother general-purposef-

oad capabilitieson the currentplatform. A 1 Gbpssecure
hashcorecould easilybe addedto the processingipelines
to give accelerateagncryptionand authenticatiorsimulta-
neously More functionscould be combinedby usingthe
rapid recon guration capabilitiesof SLAAC-1V to switch
betweeralargenumberf acceleratofunctionson-demand.
Paclet sizesobviously make a big difference- largerpack-
etsmeanless-frequeninterrupts. The GRIP systemcould
leveragethis by incorporatingl CP/IPfragmentatiorandre-

assemblysuchthatPClbustransfersarelargerthanwhatis
supportedy thephysicalmedium.Finally, severalapplication-
speci ¢ kernelscould be madespeci cally for accelerat-
ing the HDTV system,suchas RTP processingand video
codecs.

Our resultssuggestthat as we look towardsthe future
andconsidemwaysto scalethis technologyto multi-gigabit
speedswe must addresshe limitations of systemmem-
ory bandwidth. At thesespeedsCPU-level cachesare of
limited usebecausef the large andrandomnatureof the
datastreamsFuturework in implementingthe mainmem-
ory bandwidthoptimizationssuggestedn sectiond could
potentially have the greatesimpacton end-to-endsystem
bandwidth.

FPGAtechnologyis alreadycapableof multi-gigabitnet-
work acceleration10-GbpsAES countermodeimplemen-
tationsarestraightforvardusingloop-unrolling[2g]. Cyclic
transformssuchas AES CBC modeand SHA will require
moreaggressietechniquesuchasmoreinnerroundpipelin-
ing, interleaving of datastreamspr even multiple unitsin
parallel. We believe that 10 Gbps end-to-endsecurityis
possiblewith emeging commodity systembus (e.g. PCI
Express)CPU,andnetwork technologiesysingthe of oad
techniquesliscussed.
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