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Abstract

This paperdescribesan FPGA-basedsystemfor IPsec
securityof high-speeddataacrosscommodityIP networks.
To demonstrate thesystem,we havetransmitted890Mbps
raw HDTV videoacrossa commoditynetwork,securedon
the �y with the IPsecprotocol and AESencryption. Such
performanceis impossiblewith software-onlyimplementa-
tions,for full line-ratedataoverwhelmstypicalCPUs.This
is particularly true whencryptographic transformsare re-
quired, such as thoserequired by the IP Security(IPsec)
protocol. This protocol processingoverheadcompetesdi-
rectlyfor CPUcyclesagainsttheapplicationstrying to pro-
cessthehigh-speeddata.Wehavedevelopedan“intellig ent
networkinterface” card basedon Xilinx Virtex FPGAsfor
thepurposeof of�oading arbitrary protocolprocessingbot-
tlenecks from the networkstack. Thenetworkaccelerator,
named“GRIP” (Gigabit-RateIPsec),integratesseamlessly
into a standard Linux networkstack to providegigabit-rate
accelerationof networkprocessingfromanyof thelayers in
thestack.

1. Intr oduction

Bandwidth-intensive applicationscompetedirectly with
theoperatingsystem's network stackfor CPUcycles. One
suchapplicationthatwehavestudiedin previousresearchis
thedistributedprocessingof uncompressed,high-resolution
videocontent(HDTV) overcommodityIP networks[1]. In-
creasingthebandwidthavailablein thenetwork infrastruc-
ture theoreticallypermitsthe applicationto processricher,
higher-resolutioncontent. However in reality, the appli-
cation receives diminishing marginal returnsfrom the in-
creasedbandwidth,becausethe overheadof network pro-
tocol processingincreasesproportionally. This meansthat
fewer CPUcyclesareavailableto processevenmoredata.
Overallend-to-endperformancedependsoncarefulbalanc-
ing of thethroughputcapacityfor theapplication,operating

system,andnetwork hardware.
This paperdescribesour efforts to addsecurityfeatures

to the HDTV application,usingthe high-gradeencryption
of the IP securitystandard(IPsec)[2]. IPsecaddssignif-
icant additional overheadto the protocol processing,be-
causeof thecomplexity of thecryptographictransformsre-
quired.ThesetransformsoverwhelmmodernCPUsat high
line rates;IPsecbenchmarkson currentCPUsshow maxi-
mumthroughputof 40-90Mbps,dependingon theencryp-
tion algorithmused[3]. With 1 Gbpsnetworks now stan-
dardand10 Gbpsnetworkswell on their way, thesequen-
tial CPU clearly cannotkeepup with the load of protocol
andsecurityprocessing.By constrast,application-speci�c
parallelcomputerssuchas�eld-programmablegatearrays
(FPGAs)aremuchbettersuitedto cryptographyandother
streamingoperations. This naturally leadsus to consider
usingdedicatedhardwareto of�oad networkprocessing(es-
pecially cryptography),to balancethe throughputcapacity
of thesystemsothatmoreCPUcyclescanbededicatedto
theapplicationswhichusethedata.

We have createda prototypeof sucha hardware-of�oad
systemknown as “GRIP” (Gigabit-RateIPsec). The sys-
temis a network-processingacceleratorcardbasedon Xil-
inx Virtex FPGAs.GRIPintegratesseamlesslyinto a stan-
dardLinux implementationof theTCP/IP/IPsecprotocols.
It provides full-duplex gigabit-rateaccelerationof a vari-
ety of operationssuchasAES, 3DES,SHA-1, SHA-512,
andapplication-speci�ckernels. To the applicationdevel-
oper, all accelerationis completelytransparent,andGRIP
appearsasjust anothernetwork interface.Thehardwareis
very openand programmable,andcan of�oad processing
from variouslevelsof thenetwork stack,while still requir-
ing only a singletransferacrossthePCIbus.

The GRIP hardware was usedto acceleratethe IPsec
security for the HDTV application. Video is capturedin
anHDTV frame-grabberat 890Mbps,packetizedandsent
AES-encryptedacrossthenetworkviaaGRIPcard.A GRIP
cardon a receiving machinedecryptstheincomingstream,
andthe video framesaredisplayedon an HDTV monitor.
All videoprocessingisdoneontheGRIP-enabledmachines.



In other words, the of�oading of the cryptographictrans-
formsfreesenoughCPUtimefor substantialvideoprocess-
ing with nopacketlossonordinaryCPUs(1.3GHzPentium
III).

This restof thispaperdescribesthehow thecomponents
of thesystem- application,operatingsystem,andhardware
- werecombinedandtunedto provide thehigh bandwidth.
We analyzethe processingbottlenecksin the accelerated
system,and proposeenhancementsto both the hardware
andprotocollayersto take thesystemto thenext levelsof
performance(10Gbpsandbeyond).

2. HDTV Transport on Commodity Networks

Oneexampleof bandwidth-limitedprocessingisdistributed
processingof high-resolutionvideodatasuchasHDTV. We
studiedhow this applicationcould be performedon com-
moditynetworks,usinghardwareof�oad techniquestomain-
taina high-level of applicationthroughput.

2.1. Background

High De�nition Television (HDTV) is the next genera-
tion digital TV standard. It providesseveral high resolu-
tion formatswith greatercolour depththanstandardtele-
vision signals,usinga widescreen16:9 aspectratio. The
SMPTE-292Mstandardde�nes a format for universalex-
changeof uncompressedHDTV betweenvarioustypesof
HDTV equipment(e.g. cameras,encoders,VTRs, editing
systems,etc.) [4]. It is a 1.485Gbpsdigital serialconnec-
tion. It is widely usedin studiosandproductionhouses,al-
lowingHDTV contenttobedelivereduncompressedthrough
variouscyclesof production,avoiding theartifactsthatare
an inevitable resultof multiple compressioncycles. Once
productionhasbeencompleted,the signal is compressed
with MPEG-2[5, 6] andbroadcastata rateof 19.2Mbps.

This processis effective if productiontakesplacewithin
a single facility. Often, however, productionfacilities are
distributed,andhencethereis a needto transportuncom-
pressedcontentbetweensites.This is typically achievedby
runningtheSMPTE-292Mbit-streamoveradedicated�bre
connection,but a moreeconomicalalternative is desirable.
We considertheuseof IP networksfor this purpose.

Standardsfor real-timetransportof video over IP net-
works have reachedrelative maturity, with the dominant
protocolbeingtheReal-timeTransportProtocol,RTP[7, 8].
RTP providesmediaframing, timing recovery andlossde-
tection. It typically runs on UDP/IP networks, inheriting
their limitations: unreliable,besteffort delivery. RTPappli-
cationshave developedsophisticatedstrategiesfor dealing
with timing jitter andpacket loss[9]. It is expectedthat a
systemfor deliveryof HDTV over IP will usetheseto pro-
videa robustservice.Receiversuseinformationin theRTP

headersto correctfor packet loss,andto reconstructmedia
timing.

2.2. Designand Implementation

ThetransmitterandreceiverarededicatedDell PowerEdge
2500serverswith dual 1.2GHzPentiumIII Xeon proces-
sors,runningLinux 2.4.18.They werechosenbecausethey
have dualPCI businterfaces:oneusedfor videocaptureor
display, andonefor network transmission.Performanceon
systemswith asinglePCIbusis poor, dueto buscontention
andbandwidthlimitations.HDTV captureandplayoutwas
via DVS HDstationcards[10]. ThesecardscaptureHDTV
into mainmemoryfrom a SMPTE-292Mlink, andregener-
atetheSMPTE-292Moutputat thereceiver.

The transmittercapturesthe video data,fragmentsit to
matchthe network MTU, andaddsRTP protocolheaders.
Videocaptureandpacket assemblyareperformedin sepa-
ratethreads(dueto theblockingnatureof thecaptureAPI).
Thenative datarateof thecapturedvideosignalis slightly
above that of gigabit Ethernet,so the video capturehard-
ware is programmedto perform color sub-samplingfrom
10 to 8 bits per component,for a video rateof 890 Mbps.
Thereceivercodetakespacketsfrom thenetwork, reassem-
blesvideoframes,correctsfor theeffectsof network timing
jitter, concealslost packets,andrendersthevideo.Both the
senderandreceiver implementthe completeRTP protocol
stack.

2.3. PerformanceRequirements

Asnotedpreviously, thevideodatarate(aftercoloursub-
sampling)is 890 Mbps. Eachvideo frame is 1.8 million
octetsin size. To �t within the9000octetgigabitEthernet
MTU, framesarefragmentedinto approximately200RTP
packetsfor transmission.Thehighdataandpacketratesare
suchthata naive implementationcansaturatethe memory
bandwidth.Accordingly, a key designgoal is to avoid data
copies,sothatthesystemcansupporttherequireddatarate.
We implementscattersendandreceive(implementedusing
therecvfrom()systemcall with MSGPEEKto readtheRTP
header, followedby a secondcall to recvfrom()to readthe
data)to eliminatedatamarshallingoverheads.We alsoof-
�oad colour conversionto the display hardware, to avoid
extraprocessing.

Throughputof thesystemis limited by theinterruptpro-
cessingandDMA overheads.We observe a linear increase
in throughputasthe MTU is increased,andrequirelarger
thannormalMTU to successfullysupportthefull datarate.
This is shown in �gure 1. Otherapplicationoptimizations
werealsorequiredto meetthe performancerequirements,
includingtuningof theRTP library. It is clearthat thesys-



Figure 1. HDTV application throughput for vari-
ous MTU sizes

temis operatingcloseto thelimit, andthatusingIPsecen-
cryptionwill notbefeasiblewithout hardwareof�oad.

3. GRIP SystemAr chitecture

In order to addressthe protocol processingbottleneck,
andto make it possibleto addIPsecsecurityto theHDTV
transportapplication,we developedtheextensiblenetwork
processingplatformknownas“GRIP” (Gigabit-RateIPsec).
FPGAswere chosenas the core computationalresource,
becausethey areparticularlywell-suitedto highly parallel
formsof computation,suchasthoseemployedin mostcryp-
tographictransforms.This sectiongivesanoverview of the
GRIPplatform,followedby detailsonthehardwaredesign,
�rmw are modules,and the integration with the operating
system.

3.1. GRIP SystemOverview

The overall GRIP systemis diagrammedin �gure 2. It
is a combinationof an acceleratednetwork interfacecard,
a high-performancedevice driver, andspecialinteractions
with theoperatingsystem.Theinterfacecardis theSLAAC-
1V FPGAcoprocessorboard[11] combinedwith a custom
Gigabit Ethernetmezzaninecard. The cardhasa total of
four FPGAswhich areprogrammedwith network process-
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Figure 2. GRIP system architecture

ing functionsas follows. Onedevice (X0) actsasa dedi-
catedpacket mover / PCI interface,while another(GRIP)
provides the interfaceto the Gigabit Ethernetchipsetand
commonof�oad functionssuchasIP checksumming.The
remainingtwodevices(X1 andX2) actasindependenttrans-
mit andreceiveprocessingpipelines,andarefully programmable
with any accelerationfunction. For theHDTV demonstra-
tion, X1 andX2 areprogrammedwith AES-128encryption
cores. Becauseof the programmablenatureof the GRIP
card,thehardwareof�oad systemis veryopenandextensi-
ble, suchthat variousotherof�oad functionscanbe easily
substitutedor combined.

The GRIP cardinterfaceswith a normalnetwork stack.
The device driver indicatesits of�oad capabilitiesto the
stack,basedon the modulesthat are loadedinto X1 and
X2. For examplein theHDTV application,thedriver tells
theIPseclayerthatacceleratedAESencryptionis available.
ThiscausesIPsecto deferthecomplex cryptographictrans-
forms to thehardware,passingraw IP/IPsecpacketsdown
to the driver with all the appropriateheaderinformation
but no encryption. The GRIP driver pre�xeseachpacket
with a specialcommandheaderthat indicateswhich of-
�oad functionsshouldbeperformed.TheX0 devicefetches
the packet acrossthe PCI bus andpassesit to the transmit
pipeline (X1). X1 analyzesthe packet headersand secu-



rity pre�x, encryptingor providing othersecurityservices
asspeci�ed by the driver. The packet, now completed,is
sentto theEthernetinterfaceon thedaughtercard. There-
ceive pipeline is just the inverse,passingthroughthe X2
FPGA for decryption. Bottlenecksin other layersof the
stackcanalsobeof�oaded with this “deferredprocessing”
approach.

3.2. Basicplatform

The GRIP hardwareplatform providesan open,exten-
sible developmentenvironment for experimentingwith 1
Gbpshardwareof�oad functions.It isbasedontheSLAAC-
1V FPGA board, which was designedfor use in a vari-
ety of military signalprocessingapplications.SLAAC-1V
has three user-programmableXilinx Virtex 1000 FPGAs
(namedX0, X1 andX2) connectedby separate72-bit sys-
tolic and sharedbusses. EachFPGA hasan estimated1
million equivalentprogrammablegateswith 32 embedded
SRAM banks,andis capableof clock speedsof up to 150
MHz. The FPGAsareconnectedto 10 independentbanks
of 1 MB ZBT SRAM, which areindependentlyaccessible
by thehostthroughpassive busswitches.SLAAC-1V also
hasan on-board�ash/SRAM cachefor storingFPGA bit-
streams,allowing for rapid run-timerecon�gurationof the
devices. For the GRIP project, we have addeda custom
1 Gigabit Ethernetmezzaninecardto SLAAC-1V. It hasa
Vitesse8840MediaAccessController(MAC),andaXilinx
Virtex 300 FPGA which interfacesto the X0 chip through
a 72-bit connector. The Virtex 300 uses1 MB of external
ZBT-SRAMfor packetbuffering,andperformscommonof-
�oad functionssuchas�ltering andchecksumming.

The GRIP platform de�nes a standardpartitioning for
packet processing,asdescribedin section3. As described,
the X0 andGRIP FPGAsprovide a static framework that
managesbasicpacket movement,including the MAC and
PCIinterfaces,asshown in �gure 3. TheX0 FPGAcontains
apacketswitchfor shuttlingpacketsbackandforth between
theotherFPGAson thecard,andusesa 2-bit framingpro-
tocol (“start-of-frame” / “end-of-frame”) to ensurerobust
synchronizationof the datastreams.By default, SLAAC-
1V hasa high-performanceDMA enginefor masteringthe
PCI bus. However, PCI transfersfor a network interface
aresmallcomparedto thoserequiredfor thesignalprocess-
ing applicationstargetedby SLAAC-1V. Thereforefor the
GRIPsystem,theDMA enginewastunedwith key features
neededfor high-ratenetwork-orientedtraf�c, suchas dy-
namic load balancing,255-deepscatter-gathertables,pro-
grammableinterruptmitigation,andsupportfor misaligned
transfers.

With this staticframework in place,theX1 andX2 FP-
GAsarefreeto beprogrammedwith any packet-processing
functiondesired.To interoperatewith thestaticframework,
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Figure 3. Diagram of GRIP system partitioning.

a packet-processingfunctionsimply needsto incorporatea
commonI/O moduleandadhereto the 2-bit framing pro-
tocol. SLAAC-1V's ZBT SRAMs arenot requiredby the
GRIPinfrastructure,leaving themfreeto beusedby packet-
processingmodules. Note that this partitioningschemeis
not ideal in termsof conservingresources- lessthanhalf
of thecircuit resourcesin X0 andGRIParecurrentlyused.
Thisschemewaschosenbecauseit providesacleanandeas-
ily programmableplatformfor network research.Thebasic
GRIPhardwareplatformis furtherdocumentedin [12].

3.3. X1/X2 IPsecAccelerator Cores

A numberof packet-processingcoreshave beendevel-
opedon the SLAAC-1V / GRIP platform, including AES
(Rijndael),3DES,SHA-1, SHA-512,SNORT-basedtraf�c
analysis,rules-basedpacket �ltering (�re wall), and intru-
siondetection[13, 14, 15]. For thesecureHDTV applica-
tion, X1 andX2 wereloadedwith 1 Gb/sAES encryption
cores.We choseaspace-ef�cient AESdesign,whichusesa
single-stageiterative datapathwith inner-roundpipelining.
Theblockdiagramsof ourAESencryption/decryptionunits
operatingin CBCandcountermodeareshown in �gure 4 a)
andb) respectively. Thecoressupportall de�ned key sizes
(128,192and256-bit)andoperatein eitherCBCor counter
mode.Both unitsconsistof only two pipelinestages,min-
imizing theutilization of FPGA resources.Becauseof the
non-cyclic natureof countermode,the counter-modecir-
cuit canmaintainmaximumthroughputfor a singlestream
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of data,whereasthe CBC-modecircuit requirestwo inter-
leavedstreamsfor full throughput.For this reason,counter
modewasusedin thedemonstrationsystem.

The AES coresareencapsulatedby statemachinesthat
readeachpacket headerandany tagspre�xed by the de-
vicedriver, andseparatetheheadersfrom thepayloadto be
encrypted/ decrypted.Thedetailsof our AES designsare
givenin [13]. We presentFPGAimplementationresultsfor
theGRIPsystemin section4.

3.4. Integrating GRIP with the Operating System

Theintegrationof thehardwarepresentedin thesection
3.2 is a fairly complex task because,unlike ordinary net-
work cardsor crypto-accelerators,GRIP offersservicesto
threelayersof theOSI architecture:thephysical,link and
network layers.To makeacomplex matterworse,theIPsec
stack- themainfocusof currentGRIPresearch- is located
in neitherthe network nor link layers. Rather, it could be
describedas a link-layer component”wrapped” in the IP
stack(�gure 5). Thuscaremustbetakento provide a con-
tinuationof serviceseventhoughpartsof higherlayershave
beenof�oaded.

For thisstudyweusedFreeSWAN, astandardimplemen-
tationof IPsecfor Linux [16]. FreeSWAN consistsof two
mainparts:KLIPS andPluto. KLIPS (KerneLIP Security)
containstheLinux kernelpatchesthat implementtheIPsec
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protocolsfor encryptionandauthentication.Pluto negoti-
atesthe Security Association(SA) parametersfor IPsec-
protectedsockets. Figure 5 illustratesthe integration of
FreeSWAN into the systemarchitecture.Pluto negotiates
new securityassociations(SA's) using the ISAKMP pro-
tocol. Whena new SA is negotiated,it is sentto the IPsec
stackvia thepf key socket,whereit is storedin theSecurity
AssociationDatabase(SAD).At thispoint,thesecurechan-
nel is openandreadyto go. At thispoint,thesecurechannel
is openandreadyto transmitdata.TheIPsecstackregisters
itself not only asa network protocol(protocolnumber50,
[17]) but alsoasanetwork devicewith all its hooksattached
to theactual(in our case,GRIP)driver. Thanksto this vir-
tualdevice,IPsecpresentsitself asaroutableinterface.Any
time a packet is sentto anIPsec-protectedsocket, theIPsec
transmitfunction �nds the appropriateSA in the database
and performsthe requiredcryptographictransforms. Af-
ter this processing,the packet is handedbackto IP which
passesit to thephysicalinterface.Thereceive modeis es-
sentially identicalbut somewhat lesscomplex. That said,
we have to point out that this scenarioappliesonly to the
mostcommoncaseswherea destinationaddressis associ-
atedwith oneSA entry. In morecomplex cases,suchasre-
cursiveIPsectunnelsor multipleIPsecinterfaces,theabove
processcanrepeatmany times.

In order to accommodateGRIP accelerationwe made
threemodi�cations. First, we modi�ed Pluto so that AES
Countermodeis thepreferredencryptionalgorithmfor ne-
giotiating new SA's. Second,we alteredthe actual IPsec
stackso that new SA's arecommunicatedto the GRIP de-
vice driverusingthedriver'sprivatespace.Thedriver then
cachesthe securityparameters(encryptionkeys, etc.) on



the GRIP cardfor useby the acceleratorcircuits. Finally,
theIPsectransmitandreceivefunctionswereslightly modi-
�ed to produceproperinitializationvectorsfor AEScounter
mode. Any packet associatedwith an AES SA getspro-
cessedasusual- IPsecheadersinserted,initialization vec-
tors generated,etc. The only differenceis that the packet
is passedbackto the stackwithout encryption. The GRIP
driverrecognizesthesepartially-processedpacketsandtags
themwith a specialpre�x thatinstructsthecardto perform
theencryption,thenqueuesthepacketsfor DMA transfer.

4. Results

4.1. SystemPerformance

In orderto characterizethesystemperformancewehave
set up both symmetricmultiprocessor(SMP) and unipro-
cessor(UP)systems,andmeasuredtheirperformancewhile
runningeitherthe iperf application[18] or theHDTV pro-
cessdescribedin section2. Eachcombinationwasrun for
120seconds,andboththereceiverandtransmitterwerepro-
�led. Transmitterand receiver pro�ling resultsare com-
parable,thereforeonly thetransmitterresultsarepresented
for brevity. In both casesthe hardware was identical - a
Dell PowerEdge2500server(2x1.3GHz)with SMPandUP
Linux kernels. The pro�ler usedin our experimentswas
opro�le [19]. Opro�le leveragesthehardwareperformance
countersof modernCPUs. Eachtime theselectedcounter
reachesa presetvalue,a non-maskableinterrupt is issued
andasampletaken.Thesampleindicateswhich instruction
wasbeingexecutedat thetimeof theinterrupt.Thepro�ler
mapsthesesamplesot the symbol table, andconstructsa
plot of theCPUtime spentexecutingin particularlibraries
or functions.

The HDTV applicationachieved full-rate transmission
with nopacketsdropped.EventhoughtheCPUwasclearly
notoverloaded(idle time > 60%!),stresstestssuchasrun-
ning otherapplicationsshowed that the systemwasat the
limits of its capabilities.ComparingtheSMPandUP cases
underiperf, we canseethat the only change(after taking
into accountthe 2X factor of available CPU time under
SMP) is the amountof idle time. Yet in essence,the per-
formanceof thesystemwasunchanged.

To explaintheseobservations,weconsidersystemmem-
ory bandwidth.We measuredthepeakmainmemoryband-
width of thetestsystemto be8 Gbpswith standardbench-
marking tools. This meansthat in order to sustaingiga-
bit network traf�c, eachpacket can be transferedat most
8 times to/from main memory. We estimatethat standard
packet-processingwill requirethreememorycopiesperpacket:
from thevideodriver'sbuffer to thehdtvapplicationbuffer,
from theapplicationbuffer to thenetwork stack,andacopy
within thestackto allow IPsecheadersto be inserted.The
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large sizeof the video buffer inhibits effective cachingof
the �rst copy andthe read-accessof the secondcopy; this
meansthesecopiesconsume3 Gbpsof mainmemoryband-
width for 1 Gbpsnetwork streams.Threemoremainmem-
ory transfersoccurin writing thevideoframefrom thecap-
ture card to the systembuffer, �ushing ready-to-transmit
packetsfrom thecache,andreadingpacketsfrom memory
to the GRIP card. In all, we estimatethat a 1 Gbpsnet-
work streamconsumes6 Gbpsof mainmemorybandwidth
on thissystem.Consideringthatothersystemprocessesare
alsoexecutingandconsumingbandwidth,andthattheran-
domnatureof network streamslikely reducesmemoryef�-
ciency from the ideal peakperformance,we concludethat
main memoryis indeedthe systembottleneck. Also note
thatmemoryallocationsaretwo ordersof magnitudemore
expensive in SMP kernelsthan in UP kernels. All of this
explainswhy the UP systemseesonly an insigni�cant de-
creasein performanceevenwhile saturatingtheCPU.

In summary, theseresultssuggestthat while the CPU
andsystembus resourcesof currentmiddle andhigh-end
systemsare more than suf�cient, it is the memoryband-
width which will createa critical bottleneckas demand-
ing applicationstry to scaleto higher network rates. In
many of thesecases,CPU-level cachesare irrelevant, be-
causeof the large andrandomnatureof the datastreams.
While chipsettechnologyimprovementshelpby increasing
availablebandwidth,performancecanalsogreatlyimprove
by reducingthe numberof memorycopiesin the network
stack.For asystemsuchasGRIP, threesigni�cant improve-
mentsarereadilyavailable.The�rst andmostbene�cial is
adirectDMA transferbetweenthegrabber/displaycardand
theGRIPboard.Thesecondis theeliminationof theextra
copy inducedby IPsec,by modifying thekernel's network
buffer allocationfunction so that the IPsecheadersareac-
comodated.The third approachis to implementthe zero-
copy socket interface. While this is a very ef�cient modi-
�cation, it would requiresigni�cant changesin the kernel
codeandarchitecture.Clearly all theseimprovementsare
not cumulative - i.e. onecannotreducethe numberof re-
quiredmemorycopiesby three.However any combination
of suchwould reduceit by two andsigni�cantly improve
thesystem'sperformance.

4.2. Evaluating hardware implementations

Resultsfrom FPGA circuit implementationsareshown
in �gure 8. Asshownin the�gure, thestaticpacket-processing
infrastructureeasilymeetsthe1 Gbpssystembandwidthre-
quirement.Thesedesignsshouldscalewith relativeeaseto
multi-gigabit ratesby doublingthedatapathto 64-bit (cur-
rently32)andcircuit optimization.Also notethattheVirtex
FPGAfamily is currently� ve yearsold, sofurtherspeedup
couldeasilybe achievedsimply by usingnewer hardware.

Themosttightly-constrainedcircuitson theGRIPcardare
thecryptographicaccelerators,asshown. TheAES counter
modecircuit couldeasilyscalein frequency by partiallyun-
rolling theprocessingloop. Cyclic operationssuchasAES
in CBC modeor SHA would requiremoreaggressive tech-
niquessuchasmore inner-roundpipelining andinterleav-
ing of datastreams.Note that therearemorethanenough
resourceson the currentsystemto combineboth AES en-
cryptionanda securehashfunctionat gigabitspeeds.

5. RelatedWork

Since IPsecsoftware implementationsposea substan-
tial burdenonsystemresources,hardwareacceleratorshave
beenin developmentsincethedawn of the IPsecstandard.
Mostapproachescouldbedividedinto twocategories:stand-
alone, dedicatedhardware platforms(VPN gateways)and
crypto-accelerators. Theformerapproachis limited in that
it onlyprovidessecuritybetweenLANs with matchinghard-
ware(datalinklayersecurity),notend-to-end(network layer)
security. Thehost-basedcrypto-acceleratorreducestheCPU
overheadby of�oading cryptography, but overwhelmsthe
PCIbusathighdatarates.A few commercialproductsexist
with integratedcryptographyon a network interface,such
asproductsfrom Hifn [20] andCorrent[21]. GRIPdiffers
from theseapproachesin that it is a reprogrammable,full
systemsolution, integrating acceleratorhardware into the
coreoperationof thestandardTCP/IPnetwork stack.

A numberof othereffortshavedemonstratedtheuseful-
nessof dedicatednetwork processing.Theseefforts have
shown thatanembeddedprocessoronthenetwork interface
canenhanceparallelcomputingby improving bandwidthor
latency or by addingspecialfeatures.Examplesof theseef-
forts includeHARP[22], Typhoon[23], RWCP's GigaEPM
project[24], andtheUniversityof British Columbia'sGMS-
NP project[25]. Eachof theseefforts relieson embedded
processor(s)and only attemptsto achieve peakdatarates
with unencrypteddatain a singledirectionon thenetwork.
The goal of GRIP, by contrast,is to achieve simultaneous
bi-directionalgigabit throughputwith encryptionor other
complex inline processing.For this, additionalprocessing
power is neededon thenetwork interface.

Weareawareof two othersystemsfor transportof (mostly)
uncompressedHDTV overIP. In conjunctionwith Tektronix,
Inc., we have designedan RTP payloadformat thatallows
a SMPTE-292Mcircuit to beemulatedover anIP network
[26], usingFPGA-basedOC48network hardware. A sim-
ilar system,usingcustomnetwork interfaces,hasbeenim-
plementedbyNTT labs[27]. NeithersystemsupportsIPsec.



Design CLBUtil. BRAMUtil Pred.Perf. MeasuredPerf.
(MHz / Gbps) (MHz / Gbps)

X0 47% 30% PCI:35 / 2.24 33 / 2.11
I/O: 54 / 1.73 33 / 1.06

X1 / X2 (AES) 17% 65% CORE:90 / 1.06 90 / 1.06
I/O: 47 / 1.50 33 / 1.06

GRIP 35% 43% 41/ 1.33 33 / 1.06

Othermodules:
3DES 31% 0% 77/ 1.57 83 / 1.69
SHA-1 16% 0% 64/ 1.00 75 / 1.14
SHA-512 23% 6% 70/ 0.93 81 / 1.04

Figure 8. Summary of FPGA performance and utilization on Virtex 1000 FPGAs

6. Conclusionsand futur e work

This HDTV broadcastapplicationis representative of a
classof bandwidth-limiteddistributedprocessingproblems,
whichcouldtheoreticallybene�t fromgreateravailableband-
width but arehamperedby the operatingsystemoverhead
of marshallingall the data. Network performanceis cur-
rentlydoublingeveryeightmonths[28]. ModernCPUs,ad-
vancingat therelatively sluggishpaceof Moore'sLaw, are
falling further andfurther behindin their ability to supply
full line-ratedatato suchapplications,mostnotablywhen
cryptographicsecurityprotocolsareused.Thisdisparitybe-
tweennetwork bandwidthandCPUpowerwill only worsen
asthesetrendscontinue.In this paperwe haveproposedan
acceleratorarchitecturethatattemptsto resolvethesebottle-
necksnow andcanscaletohigherperformancein thefuture.
Theuniquecontributionsof thiswork arenot theindividual
processingmodulesthemselves;for example,1 GbpsAES
encryptionhasbeendemonstratedby many others.Rather,
we believe thekey resultis the full systemapproachto in-
tegratingacceleratorhardwaredirectly to thenetwork stack
itself. TheGRIPcardis capableof completingpacket pro-
cessingfor multiple layersof thestack.This givesa highly
ef�cient coupling to the operatingsystem,with only one
passacrossthe systembus per packet. We have demon-
stratedthis systemrunningat full 1 Gbpsline speedwith
end-to-endencryptionon commodityPCs. This provides
signi�cant performanceimprovementsover existing imple-
mentationsof end-to-endIPsecsecurity.

We would like to investigateother general-purposeof-
�oad capabilitieson thecurrentplatform. A 1 Gbpssecure
hashcorecouldeasilybeaddedto theprocessingpipelines
to give acceleratedencryptionandauthenticationsimulta-
neously. More functionscould be combinedby using the
rapid recon�gurationcapabilitiesof SLAAC-1V to switch
betweenalargenumberof acceleratorfunctionson-demand.
Packet sizesobviously make a big difference- largerpack-
etsmeanless-frequentinterrupts.The GRIP systemcould
leveragethisby incorporatingTCP/IPfragmentationandre-

assembly, suchthatPCIbustransfersarelargerthanwhatis
supportedby thephysicalmedium.Finally, severalapplication-
speci�c kernelscould be madespeci�cally for accelerat-
ing the HDTV system,suchasRTP processingandvideo
codecs.

Our resultssuggestthat as we look towardsthe future
andconsiderwaysto scalethis technologyto multi-gigabit
speeds,we must addressthe limitations of systemmem-
ory bandwidth. At thesespeeds,CPU-level cachesareof
limited usebecauseof the large andrandomnatureof the
datastreams.Futurework in implementingthemainmem-
ory bandwidthoptimizationssuggestedin section4 could
potentiallyhave the greatestimpacton end-to-endsystem
bandwidth.

FPGAtechnologyisalreadycapableof multi-gigabitnet-
work acceleration.10-GbpsAES countermodeimplemen-
tationsarestraightforwardusingloop-unrolling[29]. Cyclic
transformssuchasAES CBC modeandSHA will require
moreaggressivetechniquessuchasmoreinner-roundpipelin-
ing, interleaving of datastreams,or even multiple units in
parallel. We believe that 10 Gbpsend-to-endsecurity is
possiblewith emerging commoditysystembus (e.g. PCI
Express),CPU,andnetwork technologies,usingtheof�oad
techniquesdiscussed.
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