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Radiation-Induced Multi-Bit Upsets in Xilinx
SRAM-Based FPGAs

Heather Quinn, Paul Graham, Jim Krone, Michael Caffrey, Sana Rezgui, Carl Carmichael

Abstract— This paper provides a methodology for esti-
mating the proton and heavy ion static saturation cross-
sections for multi-bit upsets (MBUs) in Xilinx field-
programmable gate arrays (FPGAs) and describes a
methodology for determining MBUs’ effects on triple-
modular redundancy (TMR) protected circuits. Experi-
mental results are provided.

I. INTRODUCTION

In recent years, FPGAs with volatile programming
memory, such as the Xilinx Virtex families, have made
inroads into space-based processing tasks [1], [2]. Static-
random-access memory (SRAM) based FPGAs offer
many advantages in space-based computing. FPGAs can
provide custom hardware implementations of applica-
tions that are often faster than traditional micropro-
cessor implementations without the cost of manufac-
turing application-specific integrated circuits (ASICs).
Reprogrammability also allows designers to reconfigure
the device while deployed with either new applications
or new implementations of existing applications, which
should increase the usable lifetime of the entire system.
Finally, using commercial-off-the-shelf (COTS) devices
with available, mature design tools should reduce the
cost of designing space-based systems.

The main challenge of using FPGAs in the space en-
vironment is mitigating the effects of radiation-induced
single-event upsets (SEUs) within these devices. These
upsets could modify both the data being processed and
the function and wiring of the digital circuits them-
selves. Several engineers and researchers [3]–[6] have
demonstrated that logic-level triple-modular redundancy
(TMR) with scrubbing of the FPGA’s programming (or
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configuration) data effectively mitigates the results of
radiation-induced single-bit upsets (SBUs).

In addition to SBUs a possibility exists for multi-
bit upsets (MBUs) caused by a single charged particle.
MBUs have been seen in FPGAs [7] as well as other
integrated circuits (ICs) with memory structures [8], [9].
Little is known about the effectiveness of TMR in the
presence of MBUs, although a domain-crossing event
(DCE) that affects two or more modules could defeat
TMR. This paper quantifies the occurrence of proton-
and heavy ion-induced MBUs in four generations of
Xilinx FPGAs and discusses the problems that could
affect TMR-protected circuits and the probability of
DCEs in three image processing algorithms.

II. METHODOLOGY

To achieve our goals of understanding the frequency
and effects of radiation-induced MBUs, we must first
identify the proton and heavy ion static saturation cross-
sections for SBUs and MBUs. Once quantified, the
frequency of the MBUs and resources they affect are
analyzed to understand their potential effect on TMR.
Further, we analyze the MBU phenomenon using four
generations of Xilinx FPGAs to identify any MBU trends
that may exist as newer complementary metal-oxide
semiconductor (CMOS) process technologies continue
to shrink transistor sizes.1 Table I describes several
characteristics of the FPGAs that we tested. Commercial-
grade parts were used in our tests, but the results should
indicate how radiation-tolerant versions of these FPGAs
behave as the fabrication masks are similar.

A. Cross-section Methodology
Normally when static saturation cross-sections for

FPGAs and other devices are determined, a part is
irradiated and the number of upsets that occurred are
counted, assuming that each upset was independent. As

1Note that the Virtex, Virtex-II, Virtex-II Pro, and Virtex-4 FPGA
families use 220-nm, 150-nm, 130-nm, and 90-nm CMOS technolo-
gies, respectively. Though Virtex-4 uses a 90-nm process, Xilinx
implemented the configuration memory using a 130-nm technology
to improve its reliability with regards to terrestrial neutron effects.
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TABLE I
XILINX PARTS TESTED

Family Part Config. CLBs Block IOB
Bits RAM Pads

(Kb)
Virtex XCV300 1,751,808 1,536 64 316

XCV1000 6,127,744 6,144 128 512
Virtex-II XC2V250 1,593,632 384 432 200

XC2V1000 4,082,592 1,280 720 432
Virtex-II XC2VP40 15,868,192 19,392 3,456 804
Pro
Virtex-4 XC4VLX25 7,819,520 24,192 1,296 448

our results will show, this approach does not account
for MBU events and, depending on the device, can lead
to skewed results. In this section we describe our data
collection procedure and test methodology.

Los Alamos National Laboratory and the Xilinx Ra-
diation Testing Consortium (XRTC) collected the proton
data at the University of California-Davis’s Crocker Nu-
clear Laboratory Cyclotron. The proton test results were
gathered at 63.3 MeV-cm2/mg and a theta of 0 degrees.
Most parts received a total ionizing dose of less than
100 Krads, except the Virtex-II family which received a
maximum of 350 Krads. In our analysis we found that
cross-section was not dependent on accumulated dose
for these ranges. The proton test included parts from
all four families. The Virtex-4 parts were engineering
samples and the results are preliminary.

The XRTC collected the heavy ion data at the K500
Cyclotron at Texas A&M University. The heavy ion tests
included parts from the Virtex, Virtex-II and Virtex-II
Pro families. Lists of the energies, average flux per run,
species and angle for each family tested can be found
in [10]. For the heavy ion tests the parts received a
maximum total ionizing dose of 400 Krads.

With regards to the test setup, both commercial and
custom hardware and software were used. For the hard-
ware, the tests used either Xilinx AFX series develop-
ment boards or XRTC custom test fixtures using nominal
voltages to test the parts. With this hardware we used
either custom software or the Xilinx iMPACT program
to control the reading and writing of the FPGA pro-
gramming data. During irradiation, the custom software
testbench repeated this cycle continuously: the FPGA is
completely reprogrammed to remove all upset bits and
then the programming memory is immediately read back
so that all upset bits are identified and recorded. Custom
software was used to difference the reference bitstream
and the readback data to identify any changes in the
programming data.

Once the data was collected, the upset patterns were
correlated to the physical layout of the programming

(a) Upset Adjacency
Neighborhood

(b) MBU of Three Up-
set Bits

Fig. 1. Upset Adjacencies and MBUs

data to determine the adjacency of upset bits. We use
the physical layout to classify adjacent upset bits and
their affected resources. We classify a bit as adjacent
to another if it lies within one of the eight neighboring
memory cells surrounding that bit. Figure 1(a) illustrates
the adjacency neighborhood used. Adjacent upsets are
classified as MBUs. In Figure 1(b) three upset bits are
grouped together in a single MBU. In this way, maxi-
mally sized MBUs are found to give an understanding
of the size of MBU events. The location of each MBU
is also recorded to determine what FPGA resources are
affected and the frequency of MBUs by resource type.

Our experimental methodology attempts to minimize
the probability of multiple particles causing MBUs, so
we can assume that a single particle event is the most
likely explanation for each MBU event. False MBU
events made from multiple particles (e.g., when two
or more events upset physically adjacent bits) are in-
distinguishable from true MBU events. As the fluence
increases in each sample the probability of creating false
MBU events increases. Given the adjacency neighbor-
hood, each SBU removes nine locations from the set
of possible locations for a non-adjacent event. There-
fore, the probability of a false MBU increases quickly.
To reduce the probability of false MBUs, the fluence
was limited so that few upset bits per readback were
observed.

To determine the quality of our data collection pro-
cedures, we estimated the probability of false two-bit
upsets in our data sets. Based on the assumption that
all of the upset bits in a bitstream are single-bit, non-
adjacent upsets, we determine the probability that the
next upset creates a false 2-bit MBU. This probability
is a function of the number of upsets in each readback
and the size and physical shape of the bitstream. Table II
shows the worst case probability that the readback data
will have false MBUs based on the worst case number
of upset bits per device in each device’s data set. The
proton data sets indicate that false MBUs in the data are
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very unlikely and the probability of real MBU events are
40–80 times larger than the false MBU rate. In the case
of the heavy ion data sets much more of the configuration
bitstream is upset, which leads to a higher probability of
false MBUs in the data. Despite this, the probability of
a true heavy ion radiation-induced MBU is seven to 105
times larger than the probability of a false MBU.

TABLE II
WORST CASE PERCENTAGE OF FALSE MBUS IN THE DATA

Family Worst Case Worst Case
False MBUs upsets/device

Proton Test Data
Virtex 0.0006% 0.0002%
Virtex-II 0.0298% 0.0075%
Virtex-II Pro 0.0277% 0.0069%
Virtex-4 0.0379% 0.0095%

Heavy Ion Test Data
Virtex 5.4077% 1.283%
Virtex-II 5.8943% 1.577%
Virtex-II Pro 1.1697% 0.289%

B. Triple-Modular Redundancy Methodology
To get an idea of how detrimental DCEs are to TMR,

the probability of a DCE needs to be determined. This
value is dependent on many factors, such as the design,
device utilization, and floorplanning. To determine the
probability of a DCE, we first simulated three image
processing algorithms in the LANL/BYU SEU simulator
that was extended to simulate two-bit, column adjacent
MBUs. We applied TMR by hand (i.e., not using any
research or commercially available tools) with three
levels of module granularity to three image processing
algorithms (maximum filter, minimum filter, and edge
detection). The different levels of module granularity are:
1) everything at the most basic level of computation (e.g.,
adders, shifters, etc), 2) everything at the subcomponent
level (e.g., three element sorts for the minimum and
maximum filters, convolutions for the edge detection),
and 3) each component (e.g., maximum filter). Resets are
triplicated in these designs but clocks are not due to the
limitations of the AFX board. We simulated the designs
for both single-bit and multi-bit upsets. The single-bit
results are likely to contain an unknown percentage of
clock tree upsets that we cannot factor out currently,
so the SBU results are not presented in this paper. The
single-bit results were factored out of the multi-bit results
to determine the bits involved in only MBU DCEs. The
upset rate and the number of MBU DCEs are then used
to determine the probability that an event causes a DCE.

III. PROTON AND HEAVY ION DATA

In this section the results of testing the Xilinx FPGAs
for both the heavy ion and proton tests are presented.

Detailed results for the range of MBU sizes is given as
well as more cursory information about the orientation
and resource skews. More detailed information on this
data was presented in [10].

TABLE III
FREQUENCY OF UPSET EVENTS AND PERCENT OF TOTAL

EVENTS INDUCED BY PROTON RADIATION (63.3 MEV) FOR

FOUR XILINX FPGAS

Family Total 1-Bit 2-Bit 3-Bit 4-Bit
Events Events Events Events Events

Virtex 241,166 241,070 96 0 0
(99.96%) (0.04%) (0%) (0%)

Virtex-II 541,823 523,280 6,293 56 3
(98.42%) (1.16%) (0.01%) (0.001%)

Virtex-II 10,430 10,292 136 2 0
Pro (98.68%) (1.30%) (0.02%) (0%)
Virtex-4 152,577 147,902 4,567 78 8

(96.44%) (2.99%) (0.05%) (0.005%)

A. Proton Tests
Table III provides the frequencies for SBU and MBU

proton events for four different event sizes.2 With Virtex,
only 96 MBU events were observed, all of which were
two-bit events. The other three families had a larger
variety of MBU events, including infrequent four-bit
events. We observed five-bit and larger events in Virtex-
4. Based on this data, MBUs are 27–33 times more
common in the Virtex-II and Virtex-II Pro families than
in the earlier Virtex family. MBU events are nearly three
times more likely in the Virtex-4 family than in the
Virtex-II and Virtex-II Pro families and 69 times more
likely than in the Virtex family.

In terms of resources, MBUs are primarily in the
Configurable Logic Block (CLB) and BRAM intercon-
nect (BRAMi) resources. Virtex-4 had significantly more
BRAM and Input/Output Block (IOB) events than the
other families; the BRAMi resources are unclassified at
present. The Virtex-4 Digital Signal Processing (DSP)
resources had 116 MBUs (2.5%).

In terms of MBU orientation for Virtex, no MBUs
were found within a column (or frame) of configuration
data, whereas with the other three families column ad-
jacencies dominate the MBU orientations. These results
reflect the geometrical properties of the newer families’

2Note that the Virtex MBU data does not include any events that
may have occurred in the Virtex BlockRAM (BRAM) content data
while the data for all of the other FPGAs does include MBUs in
this data. Since BlockRAM data accounts for less than 2.3% of the
programming data bits within the Virtex family, this has only a small
effect on the comparisons with other architectures. Also note that we
were unable to classify about 10% of the Virtex-4 bitstream; upset
bits recorded in the unclassified areas are currently ignored.
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layout, where adjacent bits within a single column of
configuration data are physically closer than two bits
that reside in adjacent columns. No MBUs spanned the
configuration data of separate resource columns (e.g.,
adjacent CLB columns, a CLB and a BRAM column,
etc.).

B. Heavy Ion Tests
Virtex, Virtex-II and Virtex-II Pro were tested over a

range of linear energy transfers (LETs). The number of
upsets, their size, and orientation is dependent on the
LET. Given the space constraints, highlights of the data
analysis are presented.
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Fig. 2. Percent of MBU Events Out of All Events Induced by Heavy
Ion Radiation for Three Xilinx FPGAs

The results in Figure 2 indicate these devices are
highly sensitive to heavy-ion-induced MBUs. The Virtex
family is the most stable and saturates at approximately
7.5% MBU events out of all events at LETs higher than
25 MeV-cm2/mg. For the newer devices the percentage
of MBU events did not saturate for the range of tested
LETs. At the lowest tested LETs for Virtex-II Pro, the
data is very noisy.

Next, the data is analyzed for resource skews. In
general, at high LETs the Virtex-II and Virtex-II Pro
the number of MBU events are approximately half the
number of SBU events. MBU events are not as common
in the Virtex family; most Virtex resources have 10%
MBU events. The only resource in all three families
that does not follow these patterns is the BRAM. With
Virtex, BRAM MBUs are only exceeded in number
by CLB MBUs and are approximately 15–20% of all
BRAM events. All BRAM events in the Virtex family
are approximately as common as IOB events, despite
BRAM’s larger footprint on the device. With the Virtex-
II and Virtex-II Pro families, BRAM SBU events are

the second most common SBU events, but BRAM MBU
events are the least likely type of MBU.

Finally, the data shows that as LET increases, the
dominant adjacencies from the proton results invert so
that the Virtex family becomes predominantly column
adjacent and the Virtex-II and Virtex-II Pro families
predominantly row adjacent. Even in cases where larger
MBU sizes appear in the data, events that cross separate
columns of configuration data are rare.

C. Proton and Heavy Ion Bit Cross-Sections
In this section, the method for calculating bit cross-

sections for SBUs and MBUs is defined. Then the bit
cross-sections calculated from the Section III results are
presented.

Since MBUs are more common for Virtex-II and later
architectures, the usual bit cross-section equation:

σbit = #ofupsets
fluence×cos(θ)×#ofbits

(1)

is skewed by MBU events. When using newer FPGA
families, the bit cross-sections are more accurately de-
termined as:

σbit = σ1−bit + σ2−bit + σ3−bit + ... (2)

=
events1−bit

fluence × cos(θ) × #ofbits

+
events2−bit

fluence × cos(θ) × #ofbits
+ ... (3)

where the bit cross-sections of each event size (one-bit
upsets, two-bit upsets, etc.) are individually calculated.
The proton bit cross-sections for SBUs and MBUs are
in Table IV. The heavy ion bit cross sections are in
Figure 3. These results are within a factor of two of
the published XRTC results [1], [11].

Comparing the proton bit cross-sections with the
known proton SEFI bit cross-sections [12], [13], the data
provides some interesting insight into the relevance of
MBUs. These results show that, while still not as signifi-
cant as SBUs, MBUs are more common than SEFIs—the
currently understood limiting factor to the effectiveness
of TMR in Xilinx FPGAs. The SBU proton bit cross-
sections are five orders of magnitude larger than the
SEFI cross-section, while the MBU proton cross-sections
are two to three orders of magnitude larger. In a cross
family comparison, the SBU bit cross-sections decreased
by a factor of five times, which is expected when the
feature size decreases. As the percentage of MBUs out
of all events increases, the SBU bit cross-section will
decrease more dramatically. The MBU bit cross-sections
increased by an order of magnitude which indicates that
the transistor density is increasing as feature size is
decreasing, as expected.
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TABLE IV
COMPARISON OF THE SEU, MBU, AND SEFI SATURATION BIT

CROSS-SECTIONS FOR PROTONS (63.3 MEV) FOR FOUR XILINX

FPGAS

Device SBU Bit MBU Bit SEFI Bit
Cross-Section Cross-Section Cross-Section

(cm2/bit) (cm2/bit) (cm2/bit)
XCV1000 6.29x10

−14
2.77x10

−17
≈ 4.19x10

−19

(config SEFI)
XC2V250 3.06x10

−14
3.34x10

−16
8.21x10

−19

XC2V1000 2.30x10
−14

2.50x10
−16

8.21x10
−19

XC2VP40 3.68x10
−14

4.94x10
−16 Unknown

XC4VLX25 1.22x10
−14

3.85x10
−16 Unknown
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Fig. 3. Heavy Ion Bit Cross Sections for Three Xilinx FPGAs

Previous attempts to determine heavy ion bit cross-
sections based on upset data showed that the heavy ion
data did not saturate as was typical for larger process
geometries [1], [11]. At high LETs the bit cross-sections
continued to increase in what was expected as the satu-
ration region for the Weibull fit. Our initial hypotheses
was that the data would converge to a saturation cross-
section if the events, instead of the upsets, were counted.
We believed that the anomaly was caused by MBUs
in the test data, which would cause the total number
of upsets in each test to increase instead of saturating.
With the Virtex-II and Virtex-II Pro families the upset
bit cross-section at the highest recorded LET is 36%
larger than the event bit cross-section for both families.
Figure 3 shows the bit cross-sections calculated by the
total number of events. These results show that the bit
cross-section decreases, as expected, for newer families,
despite the increasing MBU bit cross-sections.

IV. TRIPLE-MODULAR REDUNDANCY TESTS

In this section we present our experimental results and
analysis of DCEs on three image processing algorithms.

The unique MBUs for the maximum filter, minimum fil-
ter and edge detection are presented. Then the probability
of a DCE is determined.

Table V details the number of DCEs that occurred
from two-bit, column adjacent MBUs for our three
image processing algorithms with the different levels of
module granularity: 1) most basic, 2) subcomponent and
3) component. These results show that 100-150 DCEs
occurred for each design. There is no correlation between
the number of DCEs and module granularity sizes, which
indicates that even at very fine granularities the modules
are placed far enough apart to not share routing networks.
Finally, even without triplicating the clocks, the number
of failures caused by two-bit, column adjacent MBUs
decreases a factor of four to six times.

TABLE V
NUMBER OF TWO-BIT, COLUMN ADJANCENT MBUS IN THREE

IMAGE PROCESSING DESIGNS

Design Unique MBU Bits
Max Filter (no TMR) 692
Max Filter (TMR Type 1) 122
Max Filter (TMR Type 2) 133
Max Filter (TMR Type 3) 117
Min Filter (no TMR) 626
Min Filter (TMR Type 1) 134
Min Filter (TMR Type 2) 135
Min Filter (TMR Type 3) 139
Sobel Edge (no TMR) 468
Sobel Edge (TMR Type 2) 151
Sobel Edge (TMR Type 3) 121

Next we used the percentage of MBU events out of
all events and the DCE rate to determine the probability
of a DCE. These probabilities were determined for each
resource type. The derived equation for the probability
of a DCE in a specific resource is:

P (DCErsc) = (NDCErsc

sizersc

)(NMBUsrsc

Nevents

), (4)

where NDCErsc
is the number of DCEs in a given

resource, sizersc is the number of configuration bits for
a given resource on a device, NMBUsrsc

is the number
of MBUs in a given resource, and Nevents is the total
number of events that occurred. The first fraction in
this equation is considered the domain crossing event
derating factor, as it derates the probability of an MBU,
which is the second fraction. The DCE derating factor is
dependent on the design and the device; the probability
of an MBU is dependent on the device and the radiation
source.

In Table VI we show the probability of a DCE in
all three designs for proton radiation-induced events. In
these designs, there is a 10−6% probability of a DCE
in the BRAMi and a 10−4% probability of a DCE in
the CLBs. Figure 4 shows the probability of a DCE
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TABLE VI
PERCENTAGE OF DOMAIN CROSSING EVENTS GIVEN A 63.3 MEV

PROTON RADIATION EVENT

Design BRAMi CLBs
Max Filter (no TMR) 0.000010% 0.000964%
Max Filter (TMR Type 1) 0.000007% 0.000159%
Max Filter (TMR Type 2) 0.000009% 0.000150%
Max Filter (TMR Type 3) 0.000009% 0.000131%
Min Filter (no TMR) 0.000023% 0.000872%
Min Filter (TMR Type 1) 0.000007% 0.000178%
Min Filter (TMR Type 2) 0.000015% 0.000162%
Min Filter (TMR Type 3) 0.000009% 0.000176%
Edge Filter (no TMR) 0.000006% 0.000664%
Edge Filter (TMR Type 2) 0.000011% 0.000184%
Edge Filter (TMR Type 3) 0.000002% 0.000145%

in the BRAMi and CLBs for the maximum filter with
the largest sized module granularity. With heavy ion
radiation-induced events the percentage of MBU events
out all events increases with LET, so the probability of
a DCE increases as well. At the highest tested LET the
percentage of DCEs in the BRAMi is 10−5% and for
CLBS is 10−4%.
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Fig. 4. Percentage of Domain Crossing Events given a Heavy Ion
Radiation Event

V. CONCLUSIONS

In this paper we have presented a methodology for
measuring the proton and heavy-ion cross-sections for
MBUs in Xilinx FPGAs. Current results indicate that
MBUs are on the rise in newer Xilinx FPGA families
and are expected to be approximately 1–3% of the upsets
induced by 63.3 MeV proton radiation and as extreme
as 35% of the upsets induced by high LET heavy ion ra-
diation. We also presented a methodology for estimating
the probability of a DCE occurring for maximum filter,
minimum filter and edge detection. Given the analysis

for these designs, the probability of a DCE is between
10−4 – 10−6%.
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